CLASS D

Terms of Reference

A. Name and Description of the Project

LANDBANK Scheme EMV Cards with Personalization, Kitting Services, and Collaterals
B. Objectives of the Project

To issue LANDBANK Scheme EMV Cards to branches/dients
C. Scope of the Project

Supply and Delivery of personalized LANDBANK Scheme EMV Cards with collaterals
D. Specifications

Annex A - Card Specifications
Annex B - Card Collaterals Specifications

E. Qualifications and Documentary Requirements

! Qualification Requirements Documentary Requirements

1. Must be accredited by Visa and 1. Current and valid
Mastercard for EMV Card Production accreditation certificate
and Personalization issued by Visa and
Mastercard for EMV Card
Production and
Personalization or equivalent

document

2. Satisfactory Performance
A, For Mew Bidder - Must have a A. Certification of Satisfactory

Satisfactory Performance Performance issued in 2024
certificaion  from three (3) by at least three (3)
Universal/Commercial Banks in universal/ commercial banks
the Philippines with ongoing or in the Philippines with which

completed contracts for Card

i ;. g the bidder has ongoing or
production with personalization |
or an equivalent document/s completed contracts from

from 2022 to 2024. 2022 to 2024.

B.1. For Existing Suppliers (both for B.1.Certification of Satisfactory

Scheme or Non-Scheme cards) - Performance issued in 2024
Must have a Satlsfactujn,f by at |EEIS‘_H'-"-'G{2] Un?versalf
Performance certification from Commercial Banks in the
two (2) Universal/Commercial Philippines with ongoing or
Banks in the Philippines with completed contrads for Card
ongoing or completed contracts Production _ with
I for Card production with Personalization or equivalent |
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CLASS D

_

'permnaflzaﬁnn or an equivalent
docurmentys from 2022 to 2024

B.2. Notarized self-certification of no
unsatisfactory performance with
LANDBANE from 2020 to 2024
for the criteria but shall not be
limited to the following:

a, Delivery of noe-
compliant/defective cards;

b. Non-submission of accurate/
correct billing invoices:

€. Non-compliance of the
Terms of Reference of the
contract;

d. Delayed delivery which is
nat attributed by the Bank.

document/s from 2022 to

2024
B.2.Notarized Self-certification with
Mo Unsatisfactory

performance with LANDBANEK
from 2020 to 2024.

3. Notarized Self-certification attesting

compliance  with the following
requirements and/or terms  and
conditions:
a. Bidder will deliver Scheme EMV
cards;
b. Bidder will produce ten (10)
designs;

c. Bidder has the capacity to
accept and personalize the first
batch of the embossing file
within twenty (20) calendar
days after the approval of CCPV

Reviewer and card design
approval of the Bank and
Mastercard/Visa, whichever
comes |ast;

d. Bidder is capable of personalize
the details in the face and the
chip of the card based on the
submitted embossing file and
card variables, if applicable
(e.g., gr code);

e. Bidder has a Card
Personalization Bureau which is
tocated in the Philippines;

f. Bidder is compliant with
Payment Card Industry - Card
Production (PCI-CP); and

g. Bidder will safely keep in its

vault the remaining unused EMV

card body with LANDBANK |

design based on the card
production schedule provided by

3. Notarized Self-certification
attesting to the acceptance
of the cited terms and
conditions

Yoy May T2
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CLASS D

the Bank for up to three (3) | |
years or upon the exhaustion of

the contract Inventory,

whichever comes first, and | |
ensure the cards are properly
insured at no additional cost to

& the Bank.
4. Must have an updated and detailed 4. Documented BCP with Visa |
Business Continuity Plan (BCP) and Mastercard accredited
and a Business Continuity Site site

which is Visa and Mastercard
accredited, as required by BSP

3. Must provide the list and contact 5. List and contact details of
details of the Key Personnel of the the Key Personnel for Card
company involved in the Production and

| engagement | Personalization.

F. Delivery Schedule

a. Program Development and CPV certification must be completed within two (2)
weeks upon receipt of NTP,

b. Delivery period must begin within twenty (20) calendar days upon receipt of
Notice to Proceed (NTP) and end after one (1) year or upon the exhaustion of
the contract price, whichever comes last, based on the staggered sending of
embossing files of LANDBANK,

. The supplier must deliver the total requested personalized EMV Cards within
three (3) banking days from the receipt of the submitted embossing file
(minimum of 1 record and maximum of 40,000 records). Personalized EMV
cards shall be delivered to the LBP Head Office via secured cargo or pick-up by
the Bank's Courier Service partner to the supplier's personalization bureau,

G. Delivery Site and Contact Persons

ATM and Card Operations Management Department (ACOMD), LANDBANK Flaza,
1598 M. H. Del Pilar St., Malate Manila

Name Position [ Unit/eMail Address | Contact
Number
Joven Paolo Department ACOMD-0OH/ ml;ﬂ >
G, Visperas Head jvisperas@landbank.com
Payment Cards s
Gerard D.L. | Management ACOMD-CPOMU/ o iy
Santiago Officer/Unit gsantiago@landbank.com
| Head _ |

ACOMOD - Terms of Reference for Scheme EMV Cards with Personalization, Kitting Services and Collaterals
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|
(02) B522-
Johnny Payment Cards | ACOMD-CPOMU-CPMT) 0000 local
Anthony M. Management i Slandbank com 4211
Reyes Specialist 111 eyes '
(02) 8522- |
Lioyd Edward P;;ﬂ:"g‘tﬂiﬁs ACOMD-CPOMU-CEMT/ 0000 local
B. Pascual Specialict 1 Ibpascual@landbank.com 4173
B (02) 8522- |
Clifford Grant P;:’:g:m‘::ﬁf‘ ACOMD-CPOMU-CPMT / 0000 local
A. Garde Asatabari cagarde@landbank.com 4211
Arnel P (02) B522-
Patindol —— ACOMD-CPOMU-CPMT / 0000 local
apatindol@landbank.com 4069
i — (02) B522-
=z Administrative ACOMD-CPOMU-CYMT/ 0000 local
Agapi Specialist IT1 ragapito@landbank. com 2280
(02) 8522-
Gerlina Jan J, Fﬂ:"“‘éms ACOMD-CPOMU-CVMT 0000 local
Madarang o gmadarang@landbank.com 2280
Analyst
(02) 8522- |
Marie Liza P, Administrative ACOMD-CPOMU-CVMT / 0000 local
Velasco Assistant mpvelasco@landbank. com 4065
| |

LANDBANK will pay the supplier based on th

H. Manner of Payment

e actual volume of personalized Cards

delivered based on the submitted EE. However, in the event of partial delivery, the
schedule of payment shall be made in the following manner:
a. First Payment — EMV Card body with LANDBANK design card cost based on the
schedule provided by the Bank for card production (subject to inspection)
b. Succeeding Payment - Cost of the card personalization based on the actual
volume of personalized cards delivered,

I. Other Terms and Conditions
2. Post Qualification Requirement

i. The Lowest Calculated Bidder shall be required to submit twelve (12)
sample EMV cards within two (2) banking days upon the receipt of the Test
Embossing File and updated RSA of the Bank (if applicable). Samples shall
be submitted at the Ground Floor, LANDBANK Plaza 1598 MH del Pilar
corner Dr. Quintos Streets, Malate Manila from 8 AM to 4 PM and look for

ACOMD — Terms of Reference for Scheme EMV Cords with Persenaliration, Kirting Services ond Collaterals
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CLASS D

ACOMD Personnel with local numbers 7182, 4211, 4173, 2280, and 4069,
These cards shall be tested by the Bank for their acceptability in ATMs.

The supplier must perform SFTP (Secured File Transfer Protocol) setup and
test connectivity with LANDBANK within two (2) banking days upon receipt
of NTP and must submit a certificate of connectivity

The supplier shall execute and submit a Service and Non-Disclosure
Agreement (Annex C), Data Sharing Agreement (Annex D), and Acceptable
Use Policy (Annex E) to the Bank after the issuance of the Natice of Award

The Embossing File Format and Templates, shall be provided by LANDBANK
to the supplier within two (2) banking days from receipt of NTP.

The supplier must provide the documents needed for the IPK certification
within two (2) banking days upon receipt of the files stated in Item IV.

The card designs in Phatoshop file (PDF) or Adobe Illustrator (AI) shall be
provided to the supplier within seven (7) banking days from receipt of NTP,

The card proofs shall be submitted by the supplier for approval of LBP
authorized representatives within three (3) banking days from receipt of the
card design/flayout.

Upon approval from LBP, the supplier shall submit two (2) actual and
personalized LANDBANK EMV cards with design within three (3) banking
days for another approval from LBP.

b. Other Requirement

Wi,

wvil,

The Notice of Award (NOA) shall be given to the lowest bidder after passing
the post-qualification tests,

The supplier must use the latest LOA and CA Public Keys/IPKs for
BN which will expire not earlier than 2032 upon project
implementation.

The Supplier must shoulder the cost of CPV review for EMV cards until
certified,

The card shall have a five (5) year guaranteed life. All invalid and defective
cards related to production defects must be replaced by the supplier free
of charge within three (3) banking days if returned within the guarantee
period.

The security and cost related to keys/key exchange shall be the
responsibility and shall be shouldered by the supplier. Moreover, the
protection of customer information shall be the supplier's responsibility.

All keys generated for the card personalization by the Supplier shall be
turned over to LANDBANK at no cost to the Bank during the Key Exchange
Ceramony.

The supplier shall have a monthly report of processed, spoiled, and
remaining inventory of EMV Cards,

ACND
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CLASS D

viil.  The supplier must ensure that data on the face of the card, EMV Chip, and
Magnetic stripe, QR code (if applicable) are of the same person before
delivery to LANDBANK. Card replacement cost and other financial losses
that may arise from inconsistent data shall be for the account of the
Supplier.

. The supplier must inform LBP whenever they will update the programming
and card personalization scripts,

X.  The supplier must be able to kit the cards based on the multiple
requirements/formats of the bank (max of 5).

%l.  The supplier must sort the cards by destination branch (subject to
change).

xil. — The supplier shall insert the packed personalized cards in the Bank's
official Courier Services pouch with a label. (Pouch to be provided by the
Bank and the label/sticker format will be provided for Card Vendars' | .

xiii.  The supplier must provide transmittal (CD if the record per branch is mare
than 50 accounts; hard copy transmittal if below than 50 accounts) and
soft copy to BBSD per delivered EMV Cards containing the following details
(format to be provided; subject to change of details based on the project
requirement):

a) Branch, Branch Code, or Agency

b) Date of Embossing File

€} Number of Accounts

d} Cardholder's Name

) Account number or masked card number

xiv.  The supplier shall submit daily the Authorization to Deliver through email
with the following details:
a) Purchase Order
b} Embossing File Name
) Quantity of Cards to be delivered
d) Name of Representative/s (Delivery Rep and Driver) with ID and
Signature
e) Vehicle Details (Maker and Plate Number)
f) Signature of the Card Personalization Bureayu Authorized Signatory
g) Result of EMV Validation Tool for the 15 card to be deliverad

xv.  The supplier shall in no case retain any copy (soft and hard) of the Bank's
embaossing file, reports, and bad/spoiled cards after card personalization
duly supported by a one-time notarized certification (for the whole project)
including the process and manner of deletion both for the Bank's data in
soft and hard copy. All records or any data submitted by the Bank shall be
treated as highly confidential.

ACOMD — Terms of Reference for Scheme EMV Cards with Personalization, Kitting Services and Collaterals
&

loied  Mmee -



xvi.  LANDBANK shall conduct
performance of the supplie

F).

Prepared by:

JOHNNY %{W M. REYES

PCMS 111, CPMT

RICOS. AGAPITO
AS I1I, CVMT

Approved by:

] ADLO G. VISPERAS
Head, ACOMD

CLASS D

quarterly assessments or evaluations of the
r based on the set performance criteria {Annex

Checked by:

e

GERARD D.L. SANTIAGO
PCMO, CPOMU

Noted by:

ELENITA C. RAPANUT
VP/Head, BBMG

ACOMD — Terms of Reference for Scheme EMV Cords with Personalization, Kitting Services and Collaterals
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CLASS D

ANNEX A

GENERAL CARD SPECIFICATIONS
Card Width 85.6mm +/- 0.1mm
Card Height 53.98mm +/- 0.1mm
_Card Thickness _0.76mm +/- 0.1mm
Radius (All Corners) 3.175mm +/- 0.125mm
Material PVC as specified in the ISO Standard
7810,
Opacity Must meet ISO standard
Finish Matte Metallic
N Personalization DOD Printing
Dual Interface
16KB ]
DDA
Chip Java
Latest Applet
6 PIN module
Palladium
Scheme Card Yes
Front Card DOD Printing/Full printing =
DOD Printing/Full printing
150 HICO Magstripe
Back Card Schemelogo
| LANDBANK logo

ACOMD = Terms of Reference for Scheme EMV Cards with Personaiization, Kitting Services and Collaterals

fowd b tg



CLASS D

ANNEX B

LANDBANK EMV CARD KITTING COLLATERALS

R
[ Item 1 of 2:
L ~ LANDBANK EMV CARD ENVELOPE
| Style . Commercial Style

Size (Spread,Flat) 9" x 10.5"

{Folded) 4 1/8" x 9 11"

Process / Printing | Offset
| Color 4/0
Stock | Material Book #80 ]
Others Diecutting Seal
Gumming
With Plastic Window
General | » Envelopes to be good quality machine-fill envelope. Dimensions and
Requirements quality to be consistent across manufactured batches.
= Windows to be securely affixed to within 1.5mm of top and
side edges. Top edge to be flat and free from puckering.
* Side seams to be securely glued up to top of seam.
= Pre-scored flap crease to enable the envelope flap to openflat,
+ No twisting, curling or distortion evident.
= No glue seepage on interior or exterior of envelope.
Item 2 of 2:
_ 'LANDBANK EMV CARD WELCOME LETTE
Size A4 (B %" x 11 367 '
Process / Printing | Offset il
Color 4/0
Stock [ Material Book #80

ACOMD — Terms of Reference for Scheme EMV Cards with Personalization, Kitting Services ond Colloterals
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CLASS D

ANNEX C

NON-DISCLOSURE AGREEMENT

This Non-Disclosure Agreement is entered into this at
between:

— . byand

a __ . with
principal address at . represented by its
hereinafter referred to as * 3

- and -

LAND BANK OF THE PHILIPPINES, 2 government financial institution created
and existing under and by virtue of the provisions of R.A. 3844, as amended,
with principal office at Landbank Plaza at 1598, M.H. Del Pilar cor. Quintos
Streets, Malate, Manila, represented by its BESD Head, VP Elenita C. Rapanut,
hereinafter referred to as “LANDBANK".

The parties’ representatives are duly authorized for this purpose as evidenced
by attached hereto as , SEries.

WITNESSETH: THAT

WHEREAS, the Parties desire to execute this Agreement for (specific services) or to
supplement the contract executed by and between , on , for
attached hereto as - This Agreement is executed for the purposes set
forth in Item 3 below.

WHEREAS, in the process, certain confidential information may be exchanged and disclosed between

ALOMD — Terms of Reference for Scheme EMV Cards with Personalization, Kitting Services and Collaterals
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LANDBANK and

NOW, THEREFORE, the parties hereto agree, as follows:

DEFINITION OF CONFIDENTIAL IN FORMATION

All communications or data, in any form, whether tangible or intangible, which are disclosed or
furnished by any director, officer, employee, agent, or consultant of any party hereto, including their
affiliates and subsidiaries, (hereinafter referred to as “ Nsclosing Party™) to the other party, including
their affiliates and subsidiaries, (hereinafter referred to as “Receiving Party) and which are o be
protected hereunder against unrestricted disclosure or competitive use by the Receiving Party shall be
deemed to be “Confidential Information.”™

As used herein, the term “Confidential Information™ shall mean all non-public, confidential or
proprietary information disclosed here under, in any tangible or intangible form, such as but not limited
to written, oral. visual, audio, those produced by electronic media, or through any other means, that is
designated as confidential or that by its nature or circumstances surrounding its disclosure, should be
reasonably considered as confidential.

Confidential information shall include, but not limited to products or planned products, processes
and/or procedures, technological achievements and interests, customers and potential customers,
business prospects, financial statements and in formation, financial situation and corporate plans,
internal activities, future plans of both parties, and all techn weal, financial or business information,
data, ideas, product strategies, business strategies, details of the emplovees of the Disclosing Party,
software, intellectual property rights or processes proprietary to the Disclosing Party, or any other
matter in which the Disclosing Party may have any interest whatsoever,

Each Disclosing Party hereby represents and warrants to the Receiving Party that it has
lawful rights to provide the confidential information, either in writing, by delivery of
items, by initiation of access to information, such as may be in a database, or by audio,
oral or visual presentation.

Confidential information should be marked with a resirictive legend by the Disclosing
Party.  All information which is orally or visually disclosed will be identified as
confidential at the time the disclosure is made and is subsequently described in a written
document that is marked with a restrictive legend and delivered 1o the receiving party
within thirty (30) days after the date of oral or visual disclosure. Documents will be
considered confidential if they are marked with a restrictive legend or they are clearly
recognizable as confidential information to a prudent person with no special knowledge
of the Disclosing Party's industry.

ACOMD - Terms of Reference for Scheme EMV Cards with Personalization, Kitting Services and Calloterals
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CLASS D

2. EXCEPTIONS TO THE SCOPE OF CONFIDENTIAL INFORMATION
Confidential information does not include information which:

2.1 has been or becomes now or in the future published in the public domain without
breach of this Agreement or breach of a similar agreement by a third party; or

2.2 prior to disclosure hereunder, is properly within the legitimate possession of the
Receiving Party, which fact can be proven or verified by independent evidence; or

2.3 subsequent to disclosure hereunder, is lawfully received from a third-party having
rights therein without restriction on the third party's or the Receiving Party’s right to
disseminate the information and without notice of any restriction against its further
disclosure; or

2.4 is independently developed by the Receiving Party through persons who have not
had, either directly or indirectly, access to or knowledge of such information which
can be verified by independent evidence: or

2.5 isdisclosed with the written approval of the other party or after the applicable period
of confidentiality.

3.  SCOPE OF USE

Both parties agree that all or any portion of the confidential information exchanged during
discussions, meetings and during the business relationship entered into shall not be used
except in the manner set forth in this Agreement.

In accordance with R.A. 10173 (Data Privacy Act), Parties shall ensure that appropriate
organizational, physical, and technical measures are in place to maintain the
confidentiality, integrity and security of all personal data that may come to its knowledge
or possession by reason of any provision of this Agreement and that its employees, agents,
representatives, or any person acting under its authority shall hold personal information
under strict confidentiality at all times.

I'he specific purposes for which the confidential information are to be utilized and the
manner in which it may be used are as follows: = __ which is pursuant to
the main agreement to which this Agreement is ancillary to,

ACOMD = Terms of Reference for Scheme EMV Cords with Personalization, Kitting Services and Collaterals
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Undicate also if a separate DSA is executed or will be executed in connection with this
NDA).

OBLIGATIONS OF THE RECEIVING PARTY

With respect to the confidential information provided under this Agreement, the
Receiving Party, its principals, directors. officers, representatives, emplovees. existing
and prospective clients, associates, agents, affiliates, consultants and entities under the
Same management as its own, working with the Receiving Party on this matter, shall:

4.1 hold the confidential information (regardless of whether it is specifically marked
confidential or not) with confidentiality, protect it adequately and retain it in a secure
place with access limited only to the Receiving Party's employees or agents who
need to know such information for purposes of this Agreement;

4.2 restrict disclosure of the confidential information solely to those persons with a need
to know and not disclose it to anv other person;

4.3  advise those persons of, and ensure of their compliance with, their obligation with
respect to the confidential information:

4.4 not use the confidential information for its own benefit, commercial or otherwise, or
that of any other person, directly or indirectly. in any manner whatsoever: and

4.5 use the confidential information only strictly for the purposes set forth herein and no
other purpose, except as may otherwise be specifically agreed upon in writing.

PROPERTY OF THE DISCLOSING PARTY

All confidential information, unless otherwise specified in writing, shall remain the sole
and exclusive property of the Disclosing Party and shall be used by the Receiving Party
only for the purpose intended, except as may be required by applicable laws or legal
Process,

[f the Receiving Party required to disclose any confidential information in order to comply
with any applicable law, or legally binding order of any court, government, administrative
or judicial body. it will promptly inform the disclosing Party of the full details of the
circumstances of the purpose use or disclose and of the relevant con fidential information
to be used or disclosed and will give the Disclosin ¢ Party reasonable opportunity to seek
a protective order or take other appropriate action. The Receiving Party shall also
cooperate in the Disclosing Party’s efforts to obtain a protective order or other reasonable
assurance that confidential treatment will be afforded the information. If in the absence
of a protective order and the Receiving Party is compelled as a matter of law to disclose
the information, based upon the written option of the Receiving Party's counsel addressed
to the Disclosing Party, the Receiving Party may disclose to the party compelling the
disclosure only the part of the confidential information as required by law to be disclosed.

ACOMD — Terms of Reference for Scheme EMV Cords with Personalization, Kitting Services ond Collaterals
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The Receiving Party shall advise and consult with the Disclosing Party and its counsel as
tor such disclosure and the Receiving Party shall use its best efforts to obtain confidential
treatment thereof.

5. Safeguards for Confidentiality

Each Party shall establish reasonable and appropriate safeguards and se curity
Measures to ensure the confidentiality, integrity and security of any Confidential
Information shared or disclosed by the other Party pursuant to this Agreement. It shall
be responsible in preventing the unauthorized access and use of such Confidential
Information in its custody. It is likewise prohibited from further sharing or disclosing
such Confidential Information to any unauthorized party, including its affiliates,
without the prior written consent of the other Pa rty, as appropriate.,

Each Party shall implement and maintain a security program which shall
include security measures intended to protect the Confidential Information against
accidental or unlawful destruction, alteration, disclosure or unauthorized or unlawful
processing.

Each Party shall regularly monitor its compliance with these security measures.
In the event that there is a breach in its data security, it shall notify the Data Protection
Officer or any other appropriate officer of the other Party in writing, immediately after
discovery of such data breach or upon reasonable beligf that a data breach has
occurred.

Both Parties shall likewise use encryption method.,

The foregoing obligations and undertakings of each Party shall continue and
shall survive the termination of this Agreement for as long as such Party processes,
uses or stores Confidential Information shared and disclosed by the other Party,

6.  Reporting of Data Breach

Each Party shall regularly monitor its compliance with the SECUrity measures
provided in this Agreement. In the event that there is a breach in its data SECurity
affecting Confidential Information, it shall notify the Data Protection Officer or any
other appropriate officer of the other Party in writing, immediately after discovery of

ACOMD - Terms of Reference for Scheme EMV Cards with Personalization, Kitting Services and Cellaterals
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such data breach or upon reasonable belief that such data breach has occurred. The
following must be included in such written notice if known at the time of notice: (1}
General circumstances, nature of the data breach, and Canfidential information
possibly involved; (2) Steps taken to reduce the harm ar negative consequences of the
data breach; (3) The representatives of the affected Party for the purpase of
addressing the data breach and their contact details.

The notice contemplated above shall be delivered by the affected Party to the
other Party immediately and in no event later than twenty {24} hours after the
occurrence of such data breach and shall not be delayed for investigation purposes.
Each Party shall cooperate fully with the other in investigating and responding to each
successful data breach affecting Confidential Information.

Either Party may terminate this Agreement if the other Party fails to perform,
has made or makes any inaccuracy in, or otherwise materially breaches, any of its
obligations, covenants, or representations, and said Party fails to immediately remedy
the same within 30 days from receipt of a written notice from the other Party
reasonably detailing the breach,

RETURN OF CONFIDENTIAL INFORMATION

All confidential information, including but not limited to copies, summaries, excerpts,
extracts or other reproduction thereof, shall be returned to the Disclosing Party or
destroyed after the Receiving Party’s need for it has expired or upon request of the
Disclosing Party, and certify that the same have been destroyed.

Further, in any event at any time a Receiving Party ceases to have an active interest in the
Project, the Receiving Party shall immediately return to the Disclosing Party all copies of
confidential information in its possession without retaining any copies or excerpts thereof’
That portion of confidential information shall be destroyed immediately upon the
Disclosing Party's request and any verbal confidential information shall continue to be
subject to the terms and conditions of this Agreement,

REPRESENTATION OR WARRANTY

The Disclosing Party makes no representalion or warranty as to the ACCUTACY oOr
completeness of the confidential information and the Disclosin g Party and its emplovees
and agents shall have no liability to the Receiving Party for any loss or damage resulting
from any use of or reliance on any of the confidential information, except as otherwise
provided in a formal written agreement executed between the parties,

ACOMD — Terms of Reference for Scheme EMV Cards with Personalization, Kirting Services ond Collgterals
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However, this disclaimer shall, in and of itself, not apply to or limit any specific warranties
that the Disclosing Party may expressly glve in other agreements between the Disclosing
Party and the Receiving Pa rty. The Receiving Party agrees that it will form its own
conclusions as to the reliability of any confidential infarmation and as to any conclusion
to be drawn therefrom, and will not charge the Disclosing Party with liability for any
damage resulting from mistakes, inaccuracies or misinformation contained therein, The
Receiving Party understands and acknowled ges that the Disclosing Party does not
undertake any obligation to provide any party with access to any specific or additional
information,

MISCELLANEOUS

No waiver or modification of this Agreement or any of its terms shall be valid or
enforceable unless it has been reduced to writing and signed by both parties.

If any provision of this Agreement is illegal, inconsistent or unenforceable, its invalidity
shall not affect the other provisions of this Agreement that can be given effect without
the invalid provision.

Each party expressly understands that the confidential information is of commercially
valuable and highly sensitive nature. In the event that the Disclosing Party discovers that
the Receiving Party has made or makes or intends to make or causes to be made any
unauthorized disclosure of the confidential information, the Disclosing Party shall be
entitled to take out an injunction against the Receiving Party or any third party involved
in such unauthorized disclosure, to restrain if from making any such disclosure. In
addition to or in the alternative, as the case may be, the Disclosing Party shall be entitled
to exercise any and all other legal and equitable remedies as are available in respect of
the breach of this Agreement and to further protect the confidential information. Any
dispute or claim arising from this Agreement shall be settled amica bly between the
parties whenever practicable. Should the parties be unable to do 50, the parties hereby
agree to settle such dispute/s in the proper courts of to the exclusion of all
other courts.

ACOMD = Terms of Reference for Scheme EMV Cords with Personalization, Kitting Services and Callaterals
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N WITNESS WHEREOF, the parties have hereunto affixed their signatures this  day of
o 202 in the City of Manila, Philippines.

Land Bank of the Philippines

President and CEO

SIGNED IN THE PRESENCE OF:

............ L F T
............ Position / Designation.......... Position/Designation
ACKNOWLEDGEMENT
Republic of the Philippines [
} 5.8,
BEFORE ME, a Notary Public for and in the . this __ day of

20, personally appeared the following:

[ NAME | GOVERNMENT ID DATE PLACE ISSUED |
| 1. (LBP Representative) '
2. (Name of Recipient) | |

known 1o me to be the parties who executed the foregoing instrument and acknowledged to me that the
same s their free and voluntary act and deed.

This instrument refers to the Non-Disclosure Agreement consisting of () pages, including the page
wherein this Acknowledgment is written, and signed by the parties and their instrumental witnesses on each

and every page thereof,

IN WITNESS THEREOF, | have hereunto affixed my seal and signature on the date and place
aforementioned,

Doc Mo,

Page Mo,
Book Mo, :
Series of 20

ACOMD - Terms of Reference for Scheme EMV Cards with Personalizalion, Kitting Services ond Collaterals
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ANNEX D
DATA SHARING AGREEMENT
This Data Sharing Agreement ("Agreement™) is entered into this __ day of
_at ___. by and between:
. @ , with principal
address at City, represented by its [ position of

authorized signatory/officer], [name of authorized signatory/officer],
hereinafter referred to as*__ ",

= and -

LAND BANK OF THE PHILIPPINES, a government financial institution created
and existing under and by virtue of the provisions of R.A, 3844, as amended,
with principal office at LandBank Plaza at 1598, M.H. Del Pilar corner Quintos
Streets, Malate represented by its BBSD Head, VP Elenita C. Rapanut,
hereinafter referred to as “LANDBANK".

N and Land Bank of the Philippines shall be individually referred to as a
“Party” and collectively as the “Parties.”

The parties’ representatives are duly authorized for this purpose as evidenced by
__ attached hereto as . series,

ANTECEDENTS

WHEREAS, the Parties desire to execute this Agreement to supplement the Memorandum of
Agreement (MOA) executed by and between ___.on L for g
attached hereto as . This Agreement is executed for the purposes set forth in [tem 2
below,

WHEREAS, the Parties acknowledge that for the accomplishment of the objectives of the
Memorandum of Agreement there will be disclosure of Personal Data (as defined below and in the
DPA), in accordance with the Data Privacy Act of 2012 (“DPA") and its Implementing Rules and
Regulations (“IRR™):

WHEREAS, the Parties acknowledge that the Data Subjects (as defined below and in the DPA) have
express rights under the DPA and its IRR that provide for protection and confidentiality of their Personal
Drata;

WHEREAS, considering the requirements for disclosure and transfer of Personal Data under
Republic Act No. 10173 (“Data Privacy Act™), its Implementing Rules and Regulations
(“IRR"} and other issuances of the National Privacy Commission (“NPC™) related thereto, the
Partics have agreed to enter into this Agreement in order to establish adequate safeguards for
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CLASS D

data privacy and security of the Personal Information and Sensitive Personal Information of
the Data Subjects, and uphold the rights of the Data Subjects,

NOW THEREFORE, for in consideration of the foregoing premises, the Parties hereby
agree as follows:

1. Definition

The following terms shall have the respective meaning whenever they are used in this
Data Sharing Agreement:

Commission or NPC - refers to the National Privacy Commission:

Consent - refers to any freely given, specific, informed indication of will. whereby the
Data Subject agrees to the collection and processing of his or her Personal Information,
Sensitive Personal Information. or privileged information. Consent shall be evidenced
by written, electronic or recorded means, It may also be given on behalf of a Data
Subject by a lawful representative or an agent specifically authorized by the Data
Subject to do so;

Data Protection Officer or DPO — refers o an individual designated by each Parties
to be accountable for compliance with the DPA, its IRR, and other issuance of the NPC:

Data Sharing — refers to the disclosure or transfer to a third party of Personal Data
under the control or custody of a Personal Information Controller: Provided, that a
Personal Information Processor may be allowed to make such disclosure or transfer if
it is upon the instructions of the Personal Information Controller concerned:

DPA - refers to Republic Act 10173, otherwise known as the Data Privacy Act of 2021:

Data Subject - refers to an individual whose personal, sensitive personal, or pri vileged
information is processed:

IRR - refers to the implementing rules and regulations of the DPA:
Personal Data — refers to either of the following:

Personal Information  refers 1o any information, whether recorded in a material form
or not, from which the identity of an individual is apparent or can be reasonably and

directly ascertained by the entity holding the information, or when put together with
other information would directly and certainly identify an individual: or

Personal Data Breach — refers to any unauthorized, unlawful or accidental access,
Processing. disclosure, alteration, loss, damage, or destruction of Personal Data
whether by human or natural causes:

Personal Information Controller or PIC — refers to the Party who controls the
processing of Personal Data, or instructs another to process Personal Data on its behalf’

ACOMD - Terms of Reference for Scheme EMV Cards with Personalization, Kitting Services and Collaterals
19

lvwd by Bid



CLASS D

There is control if the party decides on what information is collected, or the PUrpose or
extent of its Processing;

Personal Information Processor or PIP — refers 1o any natural or juridical person or
any other body to whom a Personal Information Controller may outsource or instruct
the Processing of Personal Data pertaining to a Data Subject;

Personnel — shall refer to the emplovees, officers, agents, or otherwise acting under the
authority of the Receiving Party and the Personal Information Controller;

Processing — refers to any operation or any set of operations performed upon Personal
Data including, but not limited to, the collection. recording, organization, storage,
updating or modification, retrieval, consultation, use, consolidation, blocking, erasure
or destruction of data. Processing may be performed through automated means, or
manual processing, if the Personal Data are contained or are intended to be contained
in a filing system;

Receiving Party — refers to either of the Parties to whom a disclosure or transfer of
Personal Data is made by the other Party;

Security Incident — refers to an event or occurrence that affects or tends to affect data
protection, or may compromise the availability, integrity and confidentiality of Personal
Data. It includes incidents that would result to a Personal Data Breach, if not for
safeguards that have been put in place.

Sharing Party - refers to either of the Parties who transfers or discloses Personal Data
to the other Party.

Sensitive Personal Information - refers to Personal Information:

. About an individual's race, ethnic origin, marital status, age, color and religious,
philosophical or political affiliations:

- About an individual's health, education, genetic or sexual life of a person, or to any
proceeding for any offense committed or alleged to have been commiited by such
individual, the disposal of such proceedings, or the sentence of any court in such
proceedings;

- Issued by government agencies peculiar to an individual which includes, but is not
limited to, social security numbers, previous or current health records, licenses or its
denials, suspension or revocation, and tax returns: and

- Specifically established by an executive order or an act of Congress to be kept
classified.

Purposes

The Personal Data to be shared and disclosed by one Party to the other Party shall be
used and processed by the latter only in connection with (insert purpose’s) covered by
the Memorandum of Agreement dated .
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Each Party is strictly prohibited from usin £. and shall not use and process, the Personal
Data of Data Subjects shared and disclosed by the other Party for purposes other than
the foregoing,

Personal Information Processors (determine if applicable, if there are PlPs)

The Parties agree that the following personal information processors engaged or
appointed by each of them shall have access to Personal Data of Data Subjects for
purposes of processing the same in accordance with the relevant Party’s instructions:

For .
Name:

Address:

Other Contact Details:

For Land Bank of the Philippines:

Name: [insert name of personal information Processors|
Address: linsert]
Other Contact Details: [insert]

In case during the term of this Agreement, additional personal information Processors
are engaged or appointed by a Party or any of the above personal information
processors are replaced or their services terminated, the Party so appointing additional
personal information processors or replacing or terminating a personal information
processor shall promptly advise the other Party of the same,

Description or Categories of Personal Information

For the fulfillment of the abovementioned purposes, the following Personal Data of the
Data Subjects may be shared and disclosed by a Party to the other Party:

enumerate personal information or sensitive personal information

Duration and Termination of Agreement

This Agreement shall take effect on the date of its execution and shall bind the Parties
for as long as the Memorandum of Agreement dated [insert] between the Parties is in
full force and effect,

Either Party may terminate this Agreement if the other Party fails to perform, has made
or makes any inaccuracy in, or otherwise materially breaches, any of its obligations,
covenants, or representations, and sajd Party fails 1o immediately remedy the same
within 30 days from receipt of a writlen notice from the other Party reasonably detailing
the breach.
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Method of Disclosure, Transfer and Processing

The Personal Information of the Data Subjects will be provided by o

through - The Parties undertake to ensure the
security of the Personal Data of Data Subjects while in transit or while being transmifted
through the channels or media authorized under this Agreement. Each Party shall
process Personal Data of Data Subjects disclosed or transferred to it pursuant to this
Agreement in accordance with the methods and other terms and conditions of its
privacy notice, statement or policy that apply to its processing of such personal
information (“Privacy Policy). Fach Party shall ensure that the relevant Data Subjects
are informed or provided an access to its Privacy Policy.

Safeguards for Data Privacy and Security (may be supplemented)

Each Party shall establish reasonable and appropnate safeguards and security measures
to ensure the confidentiality, integrity and security of the Personal Data of Data
Subjects shared or disclosed by the other Party pursuant to this Agreement. It shall he
responsible in preventing the unauthorized access and use of such Personal Data in its
custody. It is likewise prohibited from further sharing or disclosing such Personal Data
to any unauthorized party, including its affiliates, without the prior written consent of
the other Party or the Data Subjects, as appropriate.

Each of the Parties shall implement strict security measures that ensure the availability,
integrity, and confidentiality of Personal Data. Each of the Parties shall implement
reasonable and appropriate security measures to prevent, detect and correct privacy risk,
and protect Personal Data against any Personal Data Breach as prescribed in the DPA,
its IRR, and other relevant NPC issuances including:

(a) Physical measures: locked filing cabinets, restriction of access to offices, data
center, and alarm systems:

(b) Technical measures: passwords, authentication, encryption, access controls,
firewalls. regular vulnerability assessment, and other necessary technical controls:

() Organizational measures: confidentiality agreements, data sharing agreements,
limiting access on a need-to-know basis, staff training, privacy impact assessments
and security clearances;

(d) Taking any other measures reasonably necessary to prevent any use or disclosure
of the data other than as allowed under this agreement,

Each Party shall implement and maintain a security program in accordance with
standards recognized by the National Privacy Commission, which shall include security
measures intended to protect the Personal Data of Data Subjects against accidental or
unlawful destruction, alteration, disclosure or unauthorized or unlawful processing.

Each Party shall regularly monitor its compliance with these security measures. In the
event that there is a breach in its data security, it shall notify the Data Protection Officer
or any other appropriate officer of the other Party in writing, immediately after
discovery of such data breach or upon reasonable belief that g data breach has oceurred,
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Both Parties shall use encryption method which meets the most appropriate standard
recognized by the National Privacy Commission,

The foregoing obligations and undertakings of each Party shall continue and shall
survive the termination of this Agreement for as long as such Party processes, yses or
stores Personal Data of Data Subjects shared and disclosed by the other Party.

Data Breach Management

Each Party shall regularl ¥ monitor its compliance with the security measures provided
in this Agreement. In the event that there is a breach in its data security affecting
Personal Data of the Data Subjects, it shall notify the Data Protection Officer or any
other appropriate officer of the other Party in writing, immediate] y after discovery of
such data breach or upon reasonable belief that such data breach has occurred. The
following must be included in such wri tien notice if known at the time of notjce:

* CGieneral circumstances, nature of the data breach, and Personal Information
and Sensitive Personal Information of Data Subjects possibly involved:
Number and/or identities of Data Subjects affected:

*  Steps taken to reduce the harm or negative consequences of the data breach;
The representatives of the affected Party for the purpose of addressing the
data breach and their contact details; and

* Any assistance to be provided to the affected Data Subjects.

The notice contemplated above shall be delivered by the affected Party to the other
Party immediately and in no event later than twenty (24} hours afier the occurrence of
such data breach and shall not he delayed for investigation purposes. Each Party shall
cooperate fully with the other in investigating and responding to each successful data
breach affecting Personal Data of Data Subjects.

All security incidents and personal data breaches shall be documented through written
reports, including those not covered by the notification requirements. In the case of
personal data breaches, a report shall include the tacts surrounding an incident. the
effects of such incident, and the remedial actions taken by the personal information
controller. In other security incidents not involving personal data, a report containing
aggregated data shall constitute sufficient docurm entation. These reports shall be made
available when requested bv the National Privacy Commission. A general summary of
the reports shall be submitted 1o the National Privacy Commission annually or at the
termination of the DSA if terminated.

Retention, Destruction, or Disposal of Personal Data

Unless applicable laws or regulations allow or require a longer period for retention, the
Personal Data subject of this Agreement shall be kept and retained by the Parties for so
long as may be necessary for the implementation or delivery of the relevant Services or
after [INSERT] vears from the termination of this Agreement, whichever comes later
or duration which is required by law.
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Upon termination of this Agreement, cach Party shall, upon instruction of the other
Party, destroy, delete or return to the latter all Personal Data of Data Subjects that the
former received from the latter within thirty (30) days from the effective date of
termination, unless the former is mandated or permitted by applicable law to maintain
a copy thereof for a longer period. Likewise, upon termination 4 shall return or
delete the personal data and any other property, information, and documents. including
confidential information after the expiration of the agreement to Land Bank of the
Philippines with a written certification of such undertaking

Personal Data of Data Subjects in the custody of a Party that requires disposal shall be
disposed of and/or discarded by such Party in a secure manner that would prevent
further processing, unauthorized access or disclosure to any other person or entity.

Other Obligations of the Parties (obligations per party may also be added here)

(@) Fach Party shall comply with all applicable data privacy laws and
regulations in the Philippines, including the Data Privacy Act.

(b} Each party shall adhere to the principles of transparency, legitimate purpose,
and proportionality when processing Personal Data of data subjects.

(¢} Eachofthe Parties, as a PIC with regard to the Personal Data in their original
possession, is responsible for ensuring that it collected the Personal Data
lawfully and in accordance with the requirements of the DPA and its IRR.
Prior to collection or sharing of Personal Data, a PIC shall be responsible
for obtaining the necessary Consent of the Data Subject over the collection
of Personal Data and of apprising the Data Subject with the nature, purpose,
and extent of the processing of his or her Personal Data, including the risks
and safeguards involved, the identity of the Personal Information Controller,
his or her rights as a Data Subject, and how these can be exercised,

(d)  Each of the Parties, as a PIC, shall be responsible for the accuracy, quality, and
legality of Personal Data and the means by which they acquired them,

(e} Each Party shall require that each person entrusted by it with the processing
of Personal Data of Data Subjects hereunder has undertaken to comply with
the principle of data secrecy and has been duly instructed about the
applicable data protection law. Such person must have a confidentiality
agreement with such Party with terms that are consistent with and not less
stringent than the terms of this Agreement and all other confidentiality or
non-disclosure agreements between the Parties.

if) Whenever requested in writing, each Party shall make available to the other
Party all information necessary to demonstrate its compliance with the
obligations hereunder and those laid down in the Data Privacy Act, its [RR
and other Circulars issued by the National Privacy Commission.
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(gl Whenever requested in writing by the other Party, each Party shall assist the
other Party in fulfilling its obligation to respond to requests from Data
Subjects relative to the exercise of their rights pertaining to their Personal
Data disclosed, shared or transferred 1o it pursuant to this Agreement.

(h) Each of the Parties. as a PIC, shall not share Personal Data from the Sharing
Party with any other party, including for purposes of outsourcing Processing
operations, without the prior written permission/instruction of the Sharing Party
or process Personal Data in any way or for any purpose other than those set ot
in this Agreement. In no case shall access o the public be granted. The
Receiving Party shall segregate the Personal Data from its own and jts other
clients’ data., In the event that the Personal Data shall be shared to any other
party with the approval of other party. such agent or subcontractor shall execute
a Non-Disclosure Agreement (NDA),

11. Personnel

12.

Each Party shall take steps to ensure that any person acting under its authority and who
has access to Personal Data shared by the Sharing Party, does not process them except
for purposes of this Agreement, the C ontract, or as required by law.

Each Party shall ensure that access to Personal Data shared by the Sharing Party is
limited only to its officer, employees, agents or representatives who need access only
for purposes of this Agreement.

Each Party shall ensure that its officers, employees, agents or representatives en gaged
in the Processing of Personal Data are informed of the confidential nature of the
Personal Data and are subject to obligations of confidentiality and such obligations
survive the termination of that officer's, employees’, agents’ or representatives’
engagement or relationship with each Party.

Each Party shall take reasonable steps to ensure the reliability of any of its officers,
employees, agents or representatives who have access to Personal Data, which shall
include ensuring that they all understand the confidential nature of the Personal Data;
and have received appropriate training in data protection prior to their access or
Processing of Personal Data, and have signed a written undertaking that they understand
and will act in accordance with their responsibilities for confidentiality under this
Agreement.

Liability and Indemnity

Each Party shall be liable for the violation of pertinent provisions of R.A. No. 10173
and may be penalized under Sections 25-37, Chapter VIII thereof. The Parties
understand that they may be exempted from this liability upon proving that neither of
them is responsible for the said violation.
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Each party (the “INDEMNIFYING PARTY™) shall hold the other PARTY and its
dircctors, officers and cmployces/staff (the “INDEMNIFIED PARTY™) free and
hW].\'-EE ﬁ.'ﬂm, ﬂn‘d dtrtﬂd Th‘ET'['I Hi![ll.i!'lﬂ :“'I_U ﬂﬁ-l'i !'I” -l.'lt':l"r'mﬂrlc, -c].r-:n:.u:, .-|-|.r:l:\..| aiid L,
of whatever nature and kind, and shall indem nify them for any and all losses, dama ges,
habilities, costs and expenses (including but not limited to costs of litigation and
attorney's fees) suffered or incurred by any of them, as a result of arising from or in
connection with a breach or violation by the INDEMNIFYING PARTY of its
obligations under this Agreement, except when such demand, claim, suit, and action
arose from a willful breach or gross negligence of the INDEMNIFIED PARTY in the
performance of its obligations under this Agreement. The INDEMNIFIED PARTY
shall promptly notify the INDEMNIFYING PARTY of any threatened or actual
demand, claim, suit, and action covered by this indemnification and should reasonably
cooperate with each other in addressing the same.

Rights of Data Subjects

Both Parties undertake to respect and uphold the rights of Datg Subjects as provided
under the Data Privacy Act, its [RR and other issuances related thereto, including
issuances of the NPC.

For purposes of inquiries, requests or complaints that may be filed by the Data Subjects,
the NPC or any other concerned persons, the personal information controllers under
this Agreement are each of the Parties.

A Data Subject may exercise any of his'her rights as a data subject in accordance with
applicable laws and regulations. Each of the Parties, as a PIC, shall be responsible for
addressing any information request, or any complaint filed by a Data Subject and/or any
mvestigation conducted by the Commission, Provided, that the Commission shall make g final
determination as to which PIC is liable for any breach or violation of the DPA, jrs IRR, or any

applicable issuance of the Commission,

Designated Data Protection Officers; Obtaining Copies of this Agreement

The Parties confirm that for the purpose of this Agreement, their designated Data
Protection Officers are as follows:

For the

MWarme:
Contact No,:
Email:

For Land Bank of the Philippines:

Name: Atty. Rhys Michael 8. Abundabar
Contact No.: 84057306

Email: Lbodpoimlandbank com
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A Data Subject may obtain a copy of this Agreement by filing a request therefor with
any of the above designated Data Protection Officer, provided that upon agreement of
both Parties. any detail or information that constitute trade or industrial secrets or
confidential and proprietary business information or that could endanger either Party’s
computer network or system, or expose to harm the inlegrity, availability or
confidentiality of the Personal Data under its control or custody shall be redacted in the
copy that shall be provided to the requesting Data Subject,

Periodic Review

This Agreement shall be reviewed by both Parties on an annual basis or at any time
upon request of either Party. The Parties hereby authorize the National Privacy
Commission to review the contents of this Agreement and, whenever it becomes
MEcessary. suggest or require any amendment or revision in the provisions hereof, In
such case, the Parties shall execute an amendment or addendum within fifteen (15) days
from notice from the National Privacy Commission containing its observations and
suggestions or requirements or within such longer period as may be allowed by the
National Privacy Commission or applicable law in order to be compliant with the
pravisions of the Data Privacy Act. its IRR and other issuances of the NPC.

Exclusion

Notwithstanding any provision herein to the contrary, this Agreement shall not apply
to Personal Information of Data Subjects which are collected and processed by a Party
independent of the other Party even if they are the same with the Personal Data
subsequently shared to it by the other Party. Such Personal Data of Data Subjects which
are collected and processed by a Party independent of the other Party shall not be
deemed Personal Information of Data Subjects disclosed, shared, or transferred 1o it
pursuant to this Agreement.

17. Miscellaneous

(a) Either Party may not assign this Agreement nor any of its rights and obligations hereunder
in whele or in part without the prior written consent of the other Party,

(b} This Agreement shall be governed by the laws of the Republic of the Philippines.

() In the event of inconsistencies between the provisions of this Agreement and any other
contracts/agreements between the Parties, the provisions of this Agreement shall prevail
with respect to all matters pertaining to Personal Data of the Data Subjects disclosed,
shared or transferred pursuant to this Agreement

id) Any provision or stipulation in this Agreement which may be declared woid or
unenforceable by final judgment of a competent court shall not affect the validity or
enforceability of the ather provisions or stipulations not affected by such declaration.
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IN WITNESS WHEREOF, the Parties have executed this Agreement as of the date and
al the place above written.

LAND BANK OF THE PHILIPPINES

By: By:

AUTHORIZED SIGNATORY
Designation

SIGNED IN THE PRESENCE OF

RHYS MICHAEL S. ABUNDABAR
Data Pratection Officer, Landbanik
ACKNOWLED ENT
Republic of the Philippines)

) 5.5.

Before me a Notary Public, for and in , this day
20__ personally appeared -

of

| NAME Community Tax Receipt Issued at/Issued on —|
No./ Valid proof of Identity

- =
f‘
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known to me and to me known to be the VETY same persons who executed the forepaing
instrument freely and valunta rify.

This document refers to a Data Sharing Agreement, consisting of __ () pages

—

including this page whereon this ackn owledgment is written and same was duly signed by the
parties and the witnesses on each and eve ry page hereof.

WITNESS MY HAND AND NOTARIAL SEAL on the date and at the place first abowve-
written,

MNotary Public

Doc. No.,
Page No.
BookNo.
Seriesof 202
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ANNEX E

Acceptable Use Policy

Compliance Commitment
Certificate

| received, read and understood the Acceptable Use
Policy (AUP) of the Land Bank of the Philippines.

| agree to abide by its terms and will immediately report
any viclation of the policy.

| understand that the violation of the AUP's provisions
may be subject to sanctions under the law and the rules and
regulations of the Bank.

Signature

Mame (Print)

Company

Date

NOTED BY:

Name and Pasition
(Head of Unit/Proponent Urnit)

Date :
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(To be printed at the back of the certificate)

T

Accentable Use Policy Commitment

{ understand that:

efectronic files created, sent, received or stored on devices owned leased) administersd or otherwise under
the custody and control of the Bank shall be the property of the Bank. My use of these files shall nether be
treatex] as personal nor private;

All Bank-owned [T systems shall be equipped with Bank's licersed softwars anly, mcluding anti-vigs and
THG-approved open-source software or fresware:

only Bank employess and designated authorized wers from proponent urilts third-party servioe providers
deploved in the Bank shall be allowed o use Bank-pwned IT systemns as supported by & user reguest: and
all dewvices to be connected to the network shail requing prior approval from unit concerned thry a mema or
jobr order request.

As Information Resoiree Lisers, [ shall -

be respanible for use of own IDVs and password/s in TT systems;

keep the confidentialty of account{s), passwords, Personal [dentification Mumbers [PIN} or similar
mwﬁmmmmummwnﬂmﬁumm;

protect mobile device with password:
enrsun:that&em@ﬂmlmﬁsaﬂhmamm@hymwﬂﬁmﬁmmmm
'Ah:nn-cltlnuseann‘nrcHunﬁfteen{ﬁjniruﬁ,nrbﬂngghguﬁwhmﬁwub:hﬁunaneﬂ;
EnsLng that remote access technologies are activated only when nesded and immediately deactivated sfter
specified tme of e,

dcoess gata, documents, e-mail correspondence and programs contained on Bank's IT systems for which |
have authorization and not obtain extra resources bayond these allocated;

access, Lreate.mwmﬂmtm&mmlmﬂmmnwmummdth
performance of information resources;
mmmmmHWWW[:.g.,mm.mmm,
wirus infection) in Bank’s 1T system security which may result to unintentional disclosure of information or
EMpELre b securty threats:

chserve compliance with the exdsting palicies on handing of information to prevent unauthorized access to
Bank's information i.e., sving of files in the present form of mediurm available (2.g., compact disc or diskette)
andfor safekeeping of files in a secured ares;

consult supervisor if there is any uncertainty on the use of IT systems; and
hemmmathdmaeated.MMWMmﬂmﬂHMrWnu—emdm
Hark.

T understand that the following activities are strictly prohibited:

make unauthorized copies of copyrighted or Bank-pened software's;

downioad ary fle or software from ses or sounces which are not familiar or hyperfinks sent by strangers,
mu:hmm&mﬂgﬁmhammmﬂmﬂﬁﬂﬂammmmwpm;
download, install, nan secueity programs or utilites (e.9., password cracking programs, packet sniffers, pert
scanfers), or oroumvent [T system seourity measures (e.q., port scanning o security scanning) that shall
reveal or explolt weaknesses in the security of the information assets, uniess properfy appraved by the Bank's
Chief [nformation Officer;
diwmmmmmmmmmhhmmmnﬁmmmauﬂummn;

dischase information mmmhmmmmlmwm,mmm.
unauthorized fund raising, or for the solicdtation or performance of any wnlawful activity;
mmmm«mmmmdmm.rhmwmuﬂgd‘r:ﬂarﬁ'slrfmnamnm;
mmammmmﬁudmmﬁmmm.mmmmmmmm
MMM.MMMIHmﬂmmrMHMIm:Mhmm
prowvide critical information on the Bank and ks employees (2.9, software inventory, list of personnel) to
parties putside the Bank without proper authorization;

make unauthorized disclosure of confidential data (e.g., on depositors/investors/bormower's acoounts); and
copy, move, and store cardholder data, induding personal, sensitive personal, and privileged infarmation,
oo leeal hard drives and removable slectronic media, unless explicitly authorized and spproved to perfomm
a business function andor nead,
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A, Conform to the
LANDBANK EMV
Card
Specifications
{Design and
Personalization)

Able to deliver the EMV Cards following the
LANDBANE Specifications,

4 — Excellent

No findingsferror on the delivered
LANDBANK EMV Cards

3 — Good

Less than 10 cards of the total card delivered
have errors/findings.

2 = Needs Improvement

More than 10 but Less than 20 cards of the
total card delivered have errors/findings.

1 - Poor

More than 20 cards of the total card
delivered have errors/findings.

B. Submission of
Maonthly Card
Report
{Processed,
Spoiled and
Remaining
Inventory)

Able to submit the required Card Reports on
time

4 - Excellent

Submitted reports timely and regularly

1 - Poor

Failed to submit the reports on a timely
manner/regularly
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C. Packaging of cards
must be
segregated  per
Branch

Able to pack in the Bank's official courier
pouchfbox and deliver EMY Cards via its
Destination Branch.,

4 — Excellent

No  findings/error  on the  delivered
LANDBANK EMV Cards

3 - Good

Less than 10 cards are not packed and
segregated per Branch

2 — Needs Improvement

More than 10 but Less than 20 cards are not
packed and segregated per Branch

1 = Poor

More than 20 cards are not packed and
segregated per Branch

D. Sorting of EMV
Cards and
transmittals

Able to sort the EMV Cards and transmittals
as required manner

4 = Excellent

No findings/error on the sorting of delivered
LANDBANK EMV Cards and transmittals

3 = Good

Less than 10 cards and transmittals are not
sorted properly

2 — Needs Improverment

More than 10 but Less than 20 cards and
transmittals are not are not sorted properly

1 - Poor

More than 20 cards and transmittals are not
are not sorted properly
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CLASS D

E. Delivery of EMV
Cards

Able to deliver the total requested EMV Cards
within three (3) banking days from the
receipt of the submitted embossing file and
card variables.

4 — Excellent

EMV Cards were delivered on or before the
3" Banking Days

1 - Poor

EMV Cards were delivered beyond the 3™
Banking Days.

F. Business
Continuity
Plar/Site Available

Vendor can provide contingency measures for
continued delivery of services to the bank in
case of adverse events and these must be
stated in the maintenance agreement, annual
report or any form of certification.

4 — Excellent

Vendor has a Business Continuity Plan/Site to
provide contingency measures specific to the
bank.

3 - Good

Vendor has a Business Continuity Plan/Site to
provide contingency measures, in general, to
its clients,

2 = Needs Improvement

Vendor has a Business Continuity Plan/Site to
provide contingency measures but on a
limited basis only.

1 - Poor

Vendor has no Business Continuity/Site to
provide contingency measures to its dients.
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